Graduate Seminar (EEL 6936)
Department of Electrical Engineering
http://ee.eng.usf.edu/Grad_Seminar

UNIVERSITY OF
SOUTH FLORIDA
Dr. Daniel Engels
Associate Professor
Computer Science and Engineering Department, Southern Methodist University

Friday, April 11", 2014, 3:30-4:30 p.m.
Engineering Building B (ENB) Room 118

RFID: The Shark or the Goldfish?

Abstract

Radio frequency identification (RFID) technologies pervade our world in a myriad of ways. Access
control systems, automated tolling systems, supply chain management systems, and personal
identification systems are just a few of the systems that have embraced RFID technologies in the last
decade. Their adoption has enabled tremendous benefits in these and other systems with streamlined
operations, reduced costs, and enhanced security being the primary drivers of adoption. The adoption of
RFID systems will continue across a broader and more diverse range of applications until, eventually, all
of our things, at least those that matter, will be tagged and connected to the Internet. The question is: are
these RFID technologies, and more broadly the Internet of Things, our friend, or are they here to eat us?
The answer, so far, has been that RFID technologies are our friend, but we have already seen the early
signs of troubling behavior and some early nibbles. Keeping RFID technologies from eventually eating
us depends on us, our actions, and our view of the world. But, the answer begins and ends with the
security capabilities of the RFID systems themselves. In this talk we take a paranoid walk through the
heart of RFID security and privacy and explore the security of the new Gen2v2 passive UHF (Ultra
High Frequency) protocol.
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