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Human Centered Designs for Cyber Security
Abstract

The issue of keeping humans in the loop during design and deployment of cyber authentication solutions
is becoming important. In this talk, we present recent advances in this realm. In the first part of the talk,
we will focus on authentication designs that address multiple trade-offs like strong security, user-
friendliness, and ease of practical usage. Our technique relies on a novel concept called Predicates,
which are used to share secrets between users and the server, while these Predicates are subsequently
used for password generation during authentication in a challenge-response mechanism. In the second
part of the talk, we will present recent results in behavior-based human authentication, which is a novel
idea for authentication via anomalies detection.
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